Wireless Network Configuration and Access Guide

Automatic Configuration

For automatic configuration of the UGD wireless network, download the application
from the following link: https://cat.eduroam.org/?idp=5586.

The application is available for: Mac OS, Windows, Linux, Android, iOS...

Manual Configuration for Windows 10/11

The screenshots and steps in this procedure are based on Windows 10/11, but they
are very similar (or identical) to Windows 7/8/8.1.

To manually configure eduroam, follow the steps below:

1. Install the UGD root certificate following the procedure below.

2. From Control Panel, open Network and Sharing Center (or View network status
and tasks).

3. Click on Set up a new connection or network.
4. Select Manually connect to a wireless network.

5. In the Network name field, enter eduroam, and in Security type select WPA2-
Enterprise, then click Next:


https://cat.eduroam.org/?idp=5586

Enter information for the wireless network you want to add

Metwork name: | eduroam

Security type: |§WPA2-Er1terprise P |

Encryption type: |AES W |

Security Key: | | []Hide characters

[#] Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

6. Select Change connection settings to manually configure the eduroam connection.

7. Select the Security tab and open Advanced settings.



secuty

Security type: | WP A2 Enterprise

Encryption type: |AES

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

[w] Remember my credentials for this connection each
time I'm logged on

8. Enable Specify authentication mode and from the drop-down menu select User
authentication. You can save your username and password by clicking Save
credentials. Click OK.



802.1¥ settings | 802,11 settings

[#] Specify authentication mode:

|U5er authentication v| | Save credentials |

[ ] pelete credentials for all users

[ ]Enable single sign on for this network

(#®) Perform immediately before user logon
() Perform immediately after user logon
oy

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication

9. Click on Settings.

10. Enter the UGD RADIUS servers (TURTEL1.ugd.edu.mk and
TURTEL2.ugd.edu.mk) and select the UGD root certificate (UGD Root Certificate

Authority) as shown in the image.



When connecting:

[w] Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srv 1;srv2;, =\ srv 3\ com):

| TURTEL 1.ugd.edu.mk; TURTEL 2.ugd. edu.mk

Trusted Root Certification Autharities:

[] swis=sign Gold CA - G2

[ ] symantec Enterprize Mobile Root for Microsoft
[] Thawte Premium Server CA

[] thawte Primary Foot CA

[] thawte Primary Root CA - G3

[] Thawte Timestamping CA

[v] UGD Root Certificate Authority

< | m

Motifications before connecting:

|Te|| user if the server name or root certificate isn't spedfied

Select Authentication Method:

|Se::ured password (EAPMSCHAP v2)
[w] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy |

11. Click Configure and disable Automatically use my Windows logon name and
password.

When connecting:

] Automatically use my Windows logon name and
password (and domain if ary).

12. Close all windows by clicking OK.



13. From the list of available wireless networks, select eduroam and enter your
username (e.g. janko.jankov@ugd.edu.mk or janko.1234@student.ugd.edu.mk) and
password to connect.
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1. Select Settings and tap on Wi-Fi.
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2. From the list of available networks, select eduroam.



eeee0 ONE E 15:34 4 9 60% W )

£ Settings Wi-Fi

Wi-Fi

B

CHOOSE A NETWORK...

eduroam a = (i)
UGD STUDENTS a = ()
UGD WEBAUTH = (i)
Other...

Ask to Join Networks @

Known networks will be joined automatically. If no known
networks are available, you will be asked before joining a
new network.

3. Enter your username (e.g. janko.jankov@ugd.edu.mk or
Janko.1234@student.ugd.edu.mk) and password, then tap Join to connect.
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Enter the password for “eduroam”

Cancel Enter Password Join

Username janko.1234@student.ugd.edu.mk

Password ooooooooo|

4. Tap Trust to accept the UGD RADIUS server.
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Cancel Certificate Trust

TURTEL1.ugd.edu.mk
Issued by UGD Enterprise Issuing CA1

Not Trusted

Expires 5/19/17, 22:25:39

More Details

5. After this, your phone/tablet will connect to eduroam.



eeeco ONE = 15:35 4 9 60% W )

£ Settings Wi-Fi

Wi-Fi C @

v eduroam & =

&

CHOOSE A NETWORK... =~

UGD STUDENTS a = (i)
UGD WEBAUTH = ()
Other...

Ask to Join Networks (>

Known networks will be joined automatically. If no known
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Android
1. Select Settings and tap on Wi-Fi.
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2. From the list of available networks, select eduroam.
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3. Verify that PEAP is selected as the EAP Method. In the Phase 2 authentication
field, select MSCHAPV2.

4. Enter your username in the Identity field (e.g. janko.jankov@ugd.edu.mk or
Janko.1234@student.ugd.edu.mk) and your password in the Enter password field,
then tap Connect.
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5. After this, your phone/tablet will connect to eduroam.
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Installing the UGD Root Certificate on Windows 7/8/8.1/10

The screenshots and steps in this procedure are based on Windows 10, but they are
very similar (or identical) to Windows 7/8/8.1.

1. Download the UGD root certificate from here and open it.

2. Install it by clicking Install Certificate.


http://crl.ugd.edu.mk/UGD%20Root%20Certificate%20Authority.crt

Certificate

b

General | Details | Certification Path

.;;Efj.]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store.

Issued to: UGD Root Certificate Authority
Issued by: UGD Root Certificate Authaority

Valid from 15.04. 2010 to 09.03. 2055

0K

3. Select to install it in the computer certificates (Local Machine) and click Next. (/f
you are using Windows 7, this step is not available and the certificate will be installed
in the user profile certificates. To install the certificate in the computer certificates,

read here.


https://technet.microsoft.com/en-us/library/cc754841(v=ws.11).aspx#BKMK_addlocal

#* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

) Current User

(®) Local Machine

To continue, dick Mext,

Cancel

4. Select Place all certificates in the following store and click Browse.



(€) 2 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store:

Certificate store:

| | | Browse...

| Mext || Cancel

5. Select Trusted Root Certification Authorities and click OK.

Select Certificate Store “

Select the certificate store you want to use,

| Personal ~
.:I Trusted Root Certification Autharities
_:| Enterprise Trust

_:| Intermediate Certification Authorities

_:| Trusted Publishers

LT Limtriiated Cartifirates
< - -

[ ] show physical stores

| Ok | | Cancel |

6. Click Next and on the following screen click Finish.



