YnartcTtBo 3a KOHpUrypaumja v npuctanyBare Ha
6e3>Xn4Ha Mpexa

ABTOMAaTCKO KOHOUrypmpame

3a aBTOMAaTCKO NoaecyBare Ha 6exxmuHaTta Mpexka Ha YI[] npe3eMeTe ja annukaymjata Ha
cneaHuoT NNHK: https://cat.eduroam.org/?idp=5586 .

Annukauwmjarta e 3a: Mac OS, Windows, Linux, Android, iOS...

MaHyenHo KoHpurypupare 3a Windows 10/11

Cnukume u yekopume Bo nocmarnkama ce criopeg Windows 10/11, Ho ucmume ce MHory
cnuYHu (unu ucmu) Ha Windows 7/8/8.1.
3a payHo aa ja KoHpurypmparte eduroam, noTpebHoO e Aa rv U3BpLUNTE CrIegHUBE YEKOPU:

1. lHcTanupajte ro kopeHckmnot ceptuoukat Ha YI[] cnopen noctankarta nogony.

2. Op Control Panel otBopete ro Network and Sharing Center (nnu View network status and
tasks).

3. KnnkHete Ha Set up a new connection or network.
4. N36epete Manually connect to a wireless network.

5. Kaj Network name BHeceTe eduroam, a Bo Security type nzbepete WPA2-Enterprise n
KnukHeTe Next:


https://cat.eduroam.org/?idp=5586

Enter information for the wireless network you want to add

Metwork name: | eduroam

Security type: |§WPA2-Er1terprise P |

Encryption type: |AES W |

Security Key: | | []Hide characters

[#] Start this connection automatically

[]Cennect even if the network is not broadcasting
Warning: If you select this cption, your computer's privacy might be at risk.

6. /136epeTte Change connection settings, 3a MaHyenHo aa ja koHpurypmparte eduroam
KOHeKumjaTa;

7. N3bepeTe ro Tabot Security n otBopete rn Advanced settings



secutty

Security type: | WPA2 Enterprise

Encryption type: |AE5

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

[ Remember my credentials for this connection each
time I'm logged on

8. Bknyuerte ro Specify authentication mode n og narfaukotro meHn nsbepete User
authentication. Moxxeme ga ru cHuMume Bawume KOPUCHUYKO UME U /I03UHKAa CO K/TUKHYBaH€
Ha Save credentials. KnukHete OK.



802, 1¥ setlings | 802, 11 settings

[+ Spedfy authentication mode:

|L.Iser authentication v| | Save qedentials |

[ | Delete credentials for all users

[ 1Enable single sign on for this network

(#®) Perform immediately before user logon

() Perform immediately after user logon

"y

Maimun delay (seconds): 10 =

Allow additional dizlogs to be displayed during single
5ign on

[ ] This network uses separate virtual LANs for machine
and user authentication

9. KnukHeTe Ha Settings.

10. BHeceTe ru RADIUS cepeepute Ha YT (TURTEL1.ugd.edu.mk n TURTEL2.ugd.edu.mk) n
n3beperte ro kopeHcknot ceptudumkat Ha YT (UGD Root Certificate Authority) kako Ha cnukara.



When connecting:

[w] Verify the server's identity by validating the certificate

|%| Connect to these servers (examples:srv 1;srv2;, *\.srv 3\ com):

| TURTEL 1.ugd. edu.mk; TURTEL 2. ugd. edu.mk

Trusted Root Certification Autharities:

[ ] swisesign Gold CA - G2

[ ] symantec Enterprize Mobile Root for Microzoft
[ ] Thawte Premium Server CA

[] thawte Primary Foot CA

[ ] thawte Primary oot CA - G3

[ ] Thawte Timestamping CA

[+] UGD Root Certificate Authority

< | m

Motifications before connecting:

|Te|| user if the server name or root certificate isn't spedfied

Select Authentication Method:

|Semred password (EAP-MSCHAP v2)

[«] Enable Fast Reconnect

[ ] Disconnect if server does not present aryptobinding TLY
[ ]Enable Identity Privacy |

11. KnukHete Configure n ncknyudete ro Automatically use my Windows logon name and
password.

When connecting:

] Automatically use my Windows logon name and
password (and domain if any).

12. 3aTBoOpeTe rn cuTe Npo3opu co kKnk Ha OK.



13. On nucTata Ha gocTtanHn Ha 6e3>XKUYUHN Mpexkn nabepeTe ja eduroam 1 BHeceTe rv BawueTo
KOPUCHNYKO nMe (np. janko.jankov@ugd.edu.mk vnu janko.1234@student.ugd.edu.mk) n
N031HKa 3a fa ce NoBp3eTe.

7 eduroam

Secured
Enter your user name and password

janko.1234@student.ugd.edu.mk

UGD STUDENTS

Securea

UGD WEBAUTH

Open

UGD FREE
Open

Hidden Network
Open

7 o

Available Airplane mode




iPhone/iPad

1. N36epeTte Settings n knukHete Ha Wi-Fi;
eeeco ONE E 15:33 4 © 60% W

Settings

Airplane Mode

Wi-Fi Not Connected
Bluetooth Off
Cellular

DE20G

Personal Hotspot

2 VPN Not Connected

&

Carrier ONE

Notifications

Control Center

c ool L

Do Not Disturb

General

&

2. Op nucTtata co goctanHm Mpexxm nsbeperte ja eduroam;



eeee0 ONE E 15:34 7 9 60% M }

£ Settings Wi-Fi

Wi-Fi @

CHOOSE A NETWORK...

eduroam a = ()
UGD STUDENTS a = (i)
UGD WEBAUTH = (i)
Other...

Ask to Join Networks c

Known networks will be joined automatically. If no known
networks are available, you will be asked before joining a
new network.

3. BHeceTe rv BalueTo KOpUCHUYKO Me
(np. janko.jankov@ugd.edu.mk vwnw janko. 1234@student.ugd.edu.mk) n no3nHka 3a ga ce
noBp3eTe COo KIMKHyBake Ha Join;



eeee0 ONE E 15:34 7 9 60% M )

Enter the password for “eduroam”

Cancel Enter Password Join

Username janko.1234@student.ugd.edu.mk

Password oooooooool

qiwlefrjtjyjulijol]r

4. KnukHete Trust 3a ga ro npudatute RADIUS cepsepot Ha YT,



eeeco ONE E 15:35 9 60% M )

Cancel Certificate Trust

TURTEL1.ugd.edu.mk
Issued by UGD Enterprise Issuing CA1

Not Trusted

Expires 5/19/17, 22:25:39

More Details

5. Mo oea Bawwnot tenedpoH/Tabner Ke ce noBp3n Ha eduroam;



eeeco ONE = 15:35 4 9 60% W

£ Settings Wi-Fi
Wi-Fi C @
v eduroam a = (i)

CHOOSE A NETWORK... =~

c))

& B

UGD STUDENTS *)

¢))

UGD WEBAUTH

Other...

Ask to Join Networks O

Known networks will be joined automatically. If no known
networks are available, you will be asked before joining a
new network.



Android

1. N36epeTe Settings n knukHete Ha Wii;

[ © % .al 74%# 3:52 pm

Settings

Connections

Wi-Fi

Bluetooth

Tethering and Mobile hotspot
Flight mode O
Data usage

Location

NFC

2]

Printing

QD000 O0 0

More networks

2. Op nucTtaTa co gocTtanHu Mpexkn nsbepete ja eduroam;



© .l 74% | 3:52 pm

PO
&
o

2rmiart nata Iy ewrit~h
Smart network switch

Wi-Fi networks

4= eduroam
Secured

= UGD STUDENTS

Secured

= UGD WEBAUTH
% Open

~. UGD FREE
Open

D)

ALL SEASONS -1

Not in range

All Seasons Club

Not in range

3. Mpoeepete ganu kako EAP Method e nstpano MNEAT. Bo noneto Phase 2 authentication
n3bepete MSCHAPV2;

4. BHeceTe rn BalwleTo KOpMCHUYKO MMe BO noneto ldentity
(np. janko.jankov@ugd.edu.mk vnnw janko. 1234@student.ugd.edu.mk) n no3nHKa BO NONETO
Enter password 3a ga ce noBp3eTe Co KIMKHyBake Ha Connect;



eduroam
(unspecitied)

Identity
anko.1234@student.ugd.edu.mk

Anonymous identity

Enter password

M Shaw nacewanrd

CANCEL CONNECT

"7 777”77 ”7”77 777.7 7 7
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5. [Mo oBa Bawwot tenedoH/Tabnet Ke ce noBp3un Ha eduroam.




a .l 73% 8 3:55 pm

Smart network switch

Wi-Fi networks

eduroam
Connected

—
o=
-

= UGD STUDENTS

Secured

2= UGD WEBAUTH

Open
= UGD FREE
’ Open

ALL SEASONS -1

Not in range

All Seasons Club

Not in range

NHcTanmnpare Ha KopeHcKnoT ceptuoumkat Ha YT Ha Windows
7/8/8.1/10

Cnukume u yekopume Bo nocmankama ce criopeg Windows 10, Ho ucmume ce MHOry C/IUYHU
(unu ucmu) Ha Windows 7/8/8.1.

1. MNpe3eMeTe ro kopeHcknoT ceptnodukat Ha YI[ oa oBae v OTBOpETE ro;

2. iHcTanupajTte ro co KiMkHyBake Ha Install Certificate;


http://crl.ugd.edu.mk/UGD%20Root%20Certificate%20Authority.crt

ik

Certificate

General | Details | Certification Path

.;;Ef}]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store.

Issued to: UGD Root Certificate Autharity
Issued by: UGD Root Certificate Autharity

Valid from 15.04.2010 to 09,03, 2056

QK

3. I36epeTe pa buae nHctanmpatH Bo ceptndukatmte 3a komnjytepot (Local Machine) n
knukHete Next. (Jokosky kopucmeme Windows 7 0Boj Yekop He e gocmarieH u
cepmugpukamom Ke buge uHcmasiupaH BO cepmugukamume Ha KOPUCHUYKUOM rpogusi
Kako ga ro uHcmanupame cepmugukamom Bo cepmugpukamume 3a KOMjymepom

npoyumajme oBze.)


https://technet.microsoft.com/en-us/library/cc754841(v=ws.11).aspx#BKMK_addlocal

= Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

[_JCurrent User

(®) Local Machine

To continue, dick Mext.

Cancel

4. N36eperte Place all certificates in the following store n knnkHeTe Browse;



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Flace all certificates in the following store!

Certificate store:

| | | Browse...

5. N36epeTte ro Trusted Root Certification Authorities n knukHete OK;

Select the certificate store you want to use,

6. KnnkHeTte Next n Ha cnegHMOT ekpaH KnukHeTe Finish;



